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Abstract

The concepts of Indigenous data sovereignty and Indigenous data governance have attracted a great deal
of attention over the last two decades. There have been several international symposia and roundtable
discussions on the subject and a larger number of books and articles have been published.

This paper focuses on developments in Australia, New Zealand, Canada and the United States of
America, as countries with similar historical experiences, particularly in the relationship between the
non-Indigenous colonisers and local Indigenous populations. Knowledge production related to
Indigenous data sovereignty and data governance has direct relevance to the work of the Ngangk Yira
Institute for Change (Ngangk Yira), Murdoch University — an Indigenous-led research intensive institute
working in close collaboration with Aboriginal peoples and communities in Western Australia and
nationally.

This paper discusses development of theoretical positions on Indigenous data sovereignty and the
mechanism by which this can be achieved, namely: Indigenous data governance. The variety of models,
frameworks and principles are then examined. It also describes current projects being undertaken to assist
Indigenous communities exercise sovereignty over their data and provides some examples of what can be
achieved when research privileges an Indigenous world view and focuses on issues important to
Indigenous people and communities. Finally, it explains how Ngangk Yira is incorporating the principles of
Indigenous data sovereignty and governance into its research programs.
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Highlights

« There is a demonstrated need to change current Indigenous research data collection practices in favour of an
approach that embraces Indigenous world views and puts Indigenous peoples in control of their data.

« Indigenous data need to be accessed and linked in ways that are determined by Indigenous governance groups,
thereby facilitating culturally appropriate answers to questions that were previously taken from Indigenous peoples.

Background

The current health and social inequities experienced
by Indigenous peoples in Australia and globally
confirm that ‘historical colonisation and contemporary
settler-colonialism have created systems, structures
and processes that marginalise, discriminate and
oppress Indigenous peoples’ (Williamson and Price
2023, p. 282). These systems and structures permeate
all facets of Indigenous lives, including research
institutions and governance practices and processes
related to collection, analysis, use and dissemination of
Indigenous data. At the heart of these systems and
structures are data that position non-Indigenous
values, knowledge and lived experiences as the norm,
and Indigenous values, knowledge and lived
experiences as divergent and lesser. These have been
characterised by Walter and colleagues as BADDR data:

« Blaming data, which rate Indigenous peoples poorly
against the non-Indigenous norm.

« Aggregate data at a national and/or state level,
which implies Indigenous cultural and geographical
homogeneity.

- Decontextualised data that are simplistic and
decontextualised, focusing on individuals and
families outside of their social/cultural context.

« Deficit, government priority data, which focuses
on disadvantage, disparity, dysfunction, difference
and deficit.
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« Restricted access data that are inaccessible to
Indigenous peoples and communities (Walter et al.
2021).

This pervasive bias has informed the development of
policies and practices in relation to Indigenous
peoples, with the result that solutions to perceived
and actual problems were almost always doomed to
fail with inherent risks to a range of wellbeing factors
and self-determination (Walter et al. 2021). However,
increased interest in the rights, knowledges and
identities of Indigenous peoples, culminating in the
United Nations Declaration on the Rights of Indigenous
Peoples (UNDRIP) in 2007, ‘has led to the emergence of
Indigenous data sovereignty, an assertion of the rights
and interests of Indigenous peoples in relation to data
about them, their territories, and their ways of life’
(Carroll et al. 2020, p. 3).

Governments, health and research institutions are
now being urged (Closing the Gap 2020) to change
current data collection practices in favour of
approaches that embrace Indigenous world views and
put Indigenous peoples in control of their data. This is
recognised in the Closing the Gap report (Closing the
Gap 2020), where a priority recommmendation calls for
enhanced formal governance partnerships between
Aboriginal and Torres Strait Islander peoples and

all Australian governments to facilitate shared
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decision-making for health policies, with a particular
emphasis on social and emotional wellbeing. This has
strong potential to augment existing strengths and
empowerment of Aboriginal and Torres Strait Islander
communities and peoples.

Research institutions and sponsors are also urged to
incorporate Indigenous data sovereignty approaches
into relevant features of research infrastructure, such
as project applications, contracting, ethics review,
researcher training, metadata fields, data
management and repository policies, funding
requirements, and community engagement, thereby
restoring respectful, equitable relationships with
Indigenous peoples after centuries of unequal and
exploitative engagements. Importantly, these self-
determining processes acknowledge Indigenous
peoples’ rights and cognisance of research and data, in
addition to generating data governance systems,
signifying that these critical elements have historically
been limited by historical and ongoing colonial law and
policies (Garba et al. 2023).

International developments in Indigenous data
sovereignty

Writing about the development of Indigenous data
sovereignty in the United States, Rodriguez-Lonebear
observed that ‘the word data comes from the Latin
datum, meaning something given. However,
Indigenous experiences under colonial control suggest
that data more often means something taken’
(Rodriguez-Lonebear, 2016, p. 255). However, the
beginnings of assertion of sovereignty over Indigenous
data came when data was not taken. In 1994, the
Canadian Government conducted three major
population surveys but excluded First Nations people
living on reserves from the surveys. In response, the
Assembly of First Nations formed a National Steering
Committee, in 1996, to design a new First Nations

health survey and shortly after developed the First
Nations Principles of OCAP — ownership, control, access
and possession - to acknowledge the importance of
First Nations peoples possessing their own data. In 2000,
the National Steering Committee was repositioned as
the First Nations Information Governance Committee
and began data collection for a First Nations Regional
Longitudinal Health Survey in 2002 (First Nations
Governance Centre 2024).

The OCAP principles are broadly defined and allow for
contextual interpretation:

« Ownership refers to the relationship between a
community and their data; specifically, First
Nations own information about themselves in a
manner akin to how individuals own information
about themselves. This right to ownership applies
regardless of where data are stored.

« Control refers to the right of First Nations to govern
how information about them is collected, used and
disclosed.

« Access refers to the right of First Nations to access
their data, including the results of analyses
conducted using their data, as well as to determine
who else can access their data.

« Possession refers to the right of First Nations to
govern how their data are stored, including the
appointment of data stewards (Indigenous Primary
Health Care Council 2023).

« Possession has also been described as having
physical control of data and a mechanism by
which First Nations peoples and communities can
protect their data, including privacy provisions (First
Nations Information Governance Centre 2024).

However, it is important to note that OCAP is not
universally applied across Canada and has continued
to evolve over the last 30 years; individual Indigenous
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nations within Canada have identified their own sets of
core principles. Working with the Institute for Clinical
Evaluation Sciences, for example, the Chiefs of Ontario
created a set of four principles for data governance:

« Ethical relationships

« Formalised data governance rules

« Using evidence to support community policies and
programs

« Embracing Indigenous perspectives and worldviews
(IPHCC 2023).

The UNDRIP declaration referred to above contains 40
articles on the rights of Indigenous peoples, three of
which are particularly relevant here:

Article 3

Indigenous peoples have the right of self-
determination. By virtue of that right they freely
determine their political status and freely pursue their
economic, social and cultural development.

Article 23

Indigenous peoples have the right to determine and
develop priorities and strategies for exercising their
right to development. In particular, Indigenous peoples
have the right to be actively involved in developing and
determining health, housing and other economic and
social programmes affecting them and, as far as
possible, to administer such programmes through
their own institutions.

Article 31

Indigenous peoples have the right to maintain, control,
protect and develop their cultural heritage, traditional
knowledge and traditional cultural expressions, as well
as the manifestations of their sciences, technologies
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and cultures, including human and genetic resources,
seeds, medicines, knowledge of the properties of fauna
and flora, oral traditions, literatures, designs, sports and
traditional games and visual and performing arts. They
also have the right to maintain, control, protect and
develop their intellectual property over such cultural
heritage, traditional knowledge, and traditional cultural
expressions (United Nations 2025).

Although rights pertaining to data are not explicitly
mentioned in the Declaration (Davis 2016), the United
Nations Permanent Forum on Indigenous Issues
recognised that the lack of disaggregated data was
inhibiting governments and intergovernmental bodies
in formulating and implementing Indigenous-sensitive
decisions and programs. The UN Special Rapporteur on
the Rights of Indigenous Peoples noted that Indigenous
peoples:

... should control these data and that their effective
participation in data gathering and research should be
ensured. Furthermore, resulting data should be
available for use by them in policy articulation, in
planning and in monitoring and evaluation efforts

(Tauli-Corpuz 2019, p. xxi-xxiii).

Additionally, it has been noted that the concept of data
sovereignty is linked to Articles 3 and 31, which
highlight Indigenous peoples’ rights to self-
determination and to control manifestations of their
sciences, technologies and cultures, including human
and genetic resources (United Nations 2025). Self-
determination in relation to data sovereignty includes
the collection and management of information that
reflects the Indigenous laws, practices and customs of
the associated nation-state (Snip 2016).

Since the 2007 UN adoption of UNDRIP, academics,
researchers and practitioners around the world have
been exploring the concepts of Indigenous data
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sovereignty and Indigenous data governance, often
with international collaboration in writing articles and
organising conferences.

In New Zealand, the Te Mana Raraunga (Maori Data
Sovereignty Network) was established in 2015 to
consider and manage the implications of the UNDRIP
on ownership of data relating to Maori peoples,
researchers and practitioners (Te Mana Raraunga -
Maori Data Sovereignty Network Charter, n.d.). In 2023
a Maori Data Governance Model was developed by
Maori experts for use across the New Zealand public
service, noting the urgent need for related monitoring,
compliance and evaluation to assess effectiveness
and support gaps (Kukutai et al. 2023).

In 2017 the International Indigenous Data Sovereignty
Interest Group was established and in 2019 a workshop
held in Spain to examine data infrastructures included
participants from Australia, New Zealand and the
United States. This workshop led to the formation of
the Global Indigenous Data Alliance, which developed
the CARE principles for Indigenous Data Governance
(GIDA 2024). In 2023, the Global Indigenous Data
Alliance published a set of Indigenous peoples’ rights in
data (Table 1), distinguishing between data for
governance (the ability for Indigenous communities to

access and use data themselves) and governance of
data (the ability of Indigenous communities to internally
steward and externally influence the use of data)
(Hudson et al. 2023):

The first United States Summit for Indigenous data
sovereignty was held in 2019 at Arizona State
University, with the inaugural National Conference held
in April 2024 (Baker 2024). The United States
Indigenous Data Sovereignty Network endorsed the
following data governance principles:

« Collective wellbeing, past and future oriented, across
generations, equitable outcomes

« Protection, ethics, responsibility, equal explanatory
power, equitable outcomes

« Inherent sovereignty, self-determination, control,
access

« Relationships, responsibility, reciprocity, between
nations and governments

« Indigenous knowledge (honouring), reflexive of the
people, relationship to the non-human world

(Rainie et al. 2017).

Collaborations between New Zealand and Australian
researchers, particularly with the establishment of the
International Indigenous Data Sovereignty Interest

Data for governance

Governance of data

relation to a collective identity

Right to reclaim the right to reclaim, retain and preserve data, data
labels and data outputs that reflect Indigenous peoples’ identities,
cultures and relationships

Right to possess the ability to exercise jurisdictional control over the
ways that data flow/move/are queried

Right to use the ability of individuals and collectives to use data for
their own purposes

assess risks and accept potential harms
Right to refuse the right to say ‘no’ to certain uses of data

Right to self-determination the ability to organise and control data in

Right to consent the expression of digital autonomy and the ability to

Right to govern the right to lead and collaborate in the development and
implementation of protocols and in decisions about access to data
Right to define the right to define lifeways of knowing and being
including how they are represented in data

Right to privacy the protection of collective identities and interests
from undue attention, also including the possibility of requesting
omission and/or erasure

Right to know the ability to track the storage, use, and reuse of the data
and who has had access to them

Right to association the recognition of provenance and terms of
attribution

Right to benefit the opportunity to benefit from the use of data and
equitable benefit sharing from derivatives of data

Table 1: Indigenous peoples’ rights in data and governance of data (Global Indigenous Data Alliance 2024; Hudson et al. 2023)
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Group in 2017 and the group’s 2019 workshop in Spain,
assisted in developments in the Australian context.

The Australian context

The Australian Government endorsed the UN
Declaration in 2009 and identified the Closing the
Gap Strategy as its key policy platform to give
effect to the Declaration. However, it took a further
10 years before the 2019 National Partnership
Agreement on Closing the Gap saw the involvement
of the Coalition of Aboriginal and Torres Strait
Islander Peak Bodies as partners and decision-
makers (Abstarr 2023).

The concept of Indigenous data sovereignty was
addressed at a workshop on data sovereignty for
Indigenous peoples in July 2015 (Kukutai and Taylor
2017). Several years later, the Maiam nayri Wingara
Indigenous Data Sovereignty Collective was formed to
develop Aboriginal and Torres Strait Islander data
sovereignty principles and to identify Aboriginal and
Torres Strait Islander strategic data assets (Maiam
nayri Wingara 2024). In 2018, delegates who had
attended an Indigenous data sovereignty summit
endorsed the following foundational statements:

« ‘Indigenous data’ refers to information or knowledge, in
any format or medium, which is about and may affect
Indigenous peoples both collectively and individually.

« ‘Indigenous data sovereignty’ refers to the right of
Indigenous peoples to exercise ownership over
Indigenous data. Ownership of data can be
expressed through the creation, collection, access,
analysis, interpretation, management, dissemination
and reuse of Indigenous data.

« ‘Indigenous data governance’ refers to the right of
Indigenous peoples to autonomously decide what,
how and why Indigenous data are collected,
accessed and used. It ensures that data on or about

6 | First Nations Health and Wellbeing — The Lowitja Journal, Volume 3, 2025

Indigenous peoples reflects our priorities, values,
cultures, worldviews and diversity (Maiam nayri
Wingara 2018).

A second summit was held in 2023 in Cairns. Over
130 Indigenous delegates from across Australia
attended, along with international experts from
Aotearoa (New Zealand), Canada and the United
States (Maiam nayri Wingara 2023). The delegates
asserted that the realisation of Indigenous data
governance:

« Adheres to the internationally agreed definitions of
Indigenous data sovereignty and Indigenous data
governance, as per the 2018 summit

« Must be integrated at all data lifecycle stages,
utilising mechanisms aligned with Indigenous
determined needs and aspirations

« Requires Indigenous leadership and control over all
Indigenous data governance processes

« Requires widespread Indigenous data literacy and
capability by allocating resources for Indigenous
workforce expansion and investing in digital
infrastructure and systems aligned with Indigenous
priorities

« Is based on ensuring accountability of entities that
hold Indigenous data, ensuring that data are
available to and accessible by the Indigenous
peoples and lands to which they relate

« Requires that the creation of new data incorporate
Indigenous data governance mechanisms,
guaranteeing that data production is ethical,
representative and beneficial.

Indigenous communities maintain the right to decide
which datasets require active governance and retain
the right to abstain from participating in data
processes inconsistent with the principles stated in

this communique.
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Implementing Indigenous data governance requires
moving well beyond participation, dissemination and
translation. Indigenous data governance requires
equipping Indigenous leaders, practitioners and
community members with the necessary support,
skills and infrastructure to advocate and participate
across all data aligned sectors and jurisdictions
(Maiam nayri Wingara, Australian Indigenous

Governance Institute and Lowitja Institute 2023).

The Indigenous Data Network (IDN) has subsequently
embarked on a long-term project to develop these
necessary skills and infrastructure. The IDN was
established in 2018 to support and coordinate the
governance of Indigenous data for Aboriginal and Torres
Strait Islander peoples and empower Aboriginal and
Torres Strait Islander communities to decide their own
local data priorities. The IDN is a national network of
Aboriginal community-controlled organisations,
university research partners, Indigenous businesses and
government agencies and departments. It is led by a
steering committee of experts and stakeholders and
the founding partnership between the University of
Melbourne, the Australian National University and the
Australian Institute for Aboriginal and Torres Strait
Islander Studies (AIATSIS) (Melbourne School of
Population and Global Health 2024) The IDN was
established to:

« empower Aboriginal and Torres Strait Islander
communities to decide their own local data
priorities, including how their data are used

« ensure those decisions are supported and reinforced
by national legal and policy frameworks, as well as
the FAIR and CARE data principles (see below) and
principles of Indigenous data democracy, stewardship,

analysis, dissemination and infrastructure (Australian

Research Data Commons 2024).

The Australian Research Data Commons (ARDC) is a
facility for research data infrastructure providing
strategies supporting Australian researchers (ARDC
2025a). A collaborative project between the IDN and
the ARDC is working to improve research proficiency
through three streams of development activities
within the Australian Indigenous Research Capability
program, with the aim of designing a specific Aboriginal
and Torres Strait Islander Research Data Commons
through:

« social architecture: empowering Indigenous data
governance and sovereignty

« technical architecture: building the foundations for
an Aboriginal and Torres Strait Islander Research
Data Commons

« core national Indigenous data assets: building an
Aboriginal and Torres Strait Islander spatiotemporal
framework (ARDC 2024a).

The core objectives guiding these improvements are to:

« collectively agree on, and apply, a set of uniquely
Australian, Aboriginal and Torres Strait Islander
data governance principles

« enable Aboriginal and Torres Strait Islander
organisations and researchers to sustainably
manage their data

« establish the breadth and depth of Aboriginal and
Torres Strait Islander research data available
across Australia that are relevant to the needs of
Aboriginal and Torres Strait Islander peoples

« develop the foundations of an Aboriginal and Torres
Strait Islander Data Commons

« value adding through access to appropriate aggregation
and analysis tools (Indigenous Data Network 2022).

Two foundational outcomes to date have seen the
development of Indigenous sovereign data

First Nations Health and Wellbeing — The Lowitja Journal, Volume 3, 2025 | 7



Review

capabilities, tools and infrastructure and the creation
of novel culturally appropriate data governance
frameworks that align with community needs (ARC
2025).

Frameworks

In the years since UNDRIP, researchers and academics,
both nationally and internationally, have developed a
range of frameworks and models to implement
Indigenous data governance and give effect to
Indigenous data sovereignty. This section provides an
overview of the frameworks and models that are most
relevant to and inform/underpin the research and
advocacy principles and practice of the Ngangk Yira
Institute for Change.

FAIR principles

The Findable, Accessible, Interoperable and Reusable
(FAIR) principles were developed for the use of
scientific data in 2018, with the objective being to
maximise the benefits gained from data assets
through making them findable, accessible,
interoperable and reusable. The emphasis is on easily
attracting meaningful metadata, thereby maximising
potential of data assets and the ability to compare
outcomes internationally, in addition to enhancing
research reproducibility and dependability (ARDC
2024b; Carroll et al. 2021).

Findable

The data have sufficiently rich metadata and a unique
and persistent identifier to be easily discovered by
others. This includes assigning a persistent identifier
(like a Digital Object Identifier or Handle), having rich
metadata to describe the data and making sure it is
findable through disciplinary local or international
discovery portals.
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Accessible

The data are retrievable by humans and machines
through a standardised communication protocol, with
authentication and authorisation where necessary. The
data do not necessarily have to be open. Data can be
sensitive due to privacy concerns, national security or
commercial interests. When it is unable to be open,
there should be clarity and transparency around the
conditions governing access and reuse.

Interoperable

The associated data and metadata use a ‘formal,
accessible, shared, and broadly applicable language
for knowledge representation’. This involves using
community accepted languages, formats and
vocabularies in the data and metadata. Metadata
should reference and describe relationships to other
data, metadata and information through identifiers.

Reusable

The associated metadata provide rich and accurate
information, and the data come with a clear usage
licence and detailed provenance information.
Reusable data should maintain their initial richness.
For example, they should not be diminished for the
purpose of explaining the findings in one particular
publication. They need a clear machine-readable
licence and provenance information on how the data
were formed. They should also use discipline-specific
data and metadata standards to give rich contextual
information that will allow reuse (ARDC 2024Db).

Data involving Indigenous peoples that have been
generated through FAIR principles have a complexity
of ethical considerations needing to be addressed. As

such, CARE principles also need to be applied to the
data (ARDC 2024b).
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CARE principles

The ‘CARE principles for Indigenous Data
Governance’ were formulated by the Global
Indigenous Data Alliance (GIDA) in 2018 to address
deficits regarding Indigenous peoples’ rights and
interests in the existing FAIR principles (ARDC
2024b). The rationale behind the development of the
CARE principles reflects the observation that
mainstream Western research and data values often
do not align with Indigenous cultures and collective
rights. Indigenous governance processes and world
views have focused on ‘people’ and ‘purpose’, which
highlight collective ownership and control of data.
The CARE principles for Indigenous data governance
offer an empowering approach for Indigenous
peoples through value-based relationships that
centre data collection and reuse within their cultures
and knowledge systems, thereby offering more
equitable outcomes (Carroll et al. 2019).

The CARE principles acknowledge the critical role
that data play in advancing the enactment of
Indigenous self-determination. These address
concerns related to the people and purpose of data
and are premised on the belief that the use of
Indigenous data should result in tangible benefits for
Indigenous collectives through inclusive development
and innovation, improved governance and citizen
engagement, and equitable outcomes. The CARE
principles encompass collective benefit, authority to
control, responsibility and ethics.

Collective benefit

Data ecosystems shall be designed and function in
ways that enable Indigenous peoples to derive benefit
from the data:

« Governments and institutions must actively support
the use and reuse of data by Indigenous nations and

communities by facilitating the establishment of the
foundations for Indigenous innovation, value
generation and the promotion of local self-
determined development processes.

« Data enrich the planning, implementation and
evaluation processes that support the service and
policy needs of Indigenous communities. Data also
enable better engagement between citizens,
institutions and governments to improve decision-
making. Ethical use of open data has the capacity to
improve transparency and decision-making by
providing Indigenous nations and communities with
a better understanding of their peoples, territories
and resources. It similarly can provide greater insight
into third-party policies and programs affecting
Indigenous peoples.

« Indigenous data are grounded in community values,
which extend to society at large. Any value created
from Indigenous data should benefit Indigenous
communities in an equitable manner and contribute
to achieving Indigenous needs and aspirations for
wellbeing.

Authority to control

Indigenous peoples’ rights and interests in
Indigenous data must be recognised and their
authority to control such data be acknowledged and
empowered. Indigenous data governance enables
Indigenous peoples and governing bodies to
determine how Indigenous peoples — as well as
Indigenous lands, territories, resources, knowledges
and geographical indicators — are represented and
identified within data as well as ensuring the
following rights.

« Indigenous peoples have rights and interests in both
Indigenous knowledge and Indigenous data.
Indigenous peoples have collective and individual
rights to free, prior and informed consent in the

First Nations Health and Wellbeing — The Lowitja Journal, Volume 3, 2025 | 9
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collection and use of such data, including the
development of data policies and protocols for
collection.

« Indigenous peoples have the right to data that are
relevant to their world views and empower self-
determination and effective self-governance.
Indigenous data must be made available and
accessible to Indigenous nations and communities
to support Indigenous governance.

« Indigenous peoples have the right to develop cultural
governance protocols for Indigenous data and be
active leaders in the stewardship of, and access to,
Indigenous data, especially in the context of
Indigenous knowledge.

Responsibility

Those working with Indigenous data have a
responsibility to share how those data are used to
support Indigenous peoples’ self-determination and
collective benefit. Accountability requires meaningful
and openly available evidence of these efforts and the
benefits accruing to Indigenous peoples.

« Indigenous data use is unviable unless linked to
relationships built on respect, reciprocity, trust and
mutual understanding, as defined by the Indigenous
peoples to whom those data relate. Those working
with Indigenous data are responsible for ensuring
that the creation, interpretation and use of those
data uphold, or are respectful of, the dignity of
Indigenous nations and communities.

« Use of Indigenous data invokes a reciprocal
responsibility to enhance data literacy within
Indigenous communities and to support the
development of an Indigenous data workforce and
digital infrastructure to enable the creation,
collection, management, security, governance and
application of data.

10 | First Nations Health and Wellbeing — The Lowitja Journal, Volume 3, 2025

« Resources must be provided to generate data
grounded in the languages, worldviews and lived
experiences (including values and principles) of
Indigenous peoples.

Ethics

Indigenous peoples’ rights and wellbeing should be the
primary concern at all stages of the data life cycle and
across the data ecosystem.

« Ethical data are data that do not stigmatise or portray
Indigenous peoples, cultures or knowledges in terms
of deficit. Ethical data are collected and used in ways
that align with Indigenous ethical frameworks and
with rights affirmed in UNDRIP. Assessing ethical
benefits and harms should be performed from the
perspective of the Indigenous peoples, nations or
communities to whom the data relate.

« Ethical processes address imbalances in power,
resources and how these affect the expression of
Indigenous rights and human rights. Ethical
processes must include representation from
relevant Indigenous communities.

« Data governance should consider the potential
future use and future harm based on ethical
frameworks grounded in the values and principles of
the relevant Indigenous community. Metadata
should acknowledge the provenance and purpose
and any limitations or obligations in secondary use
inclusive of issues of consent (Research Data
Alliance International Indigenous Data Sovereignty
Interest Group 2019).

The AIATSIS Code of Ethics for Aboriginal and Torres
Strait Islander Research states that ‘researchers
must be aware of and apply the international data
principles of FAIR (ARDC 2024D) (see below) and CARE’
(Australian Institute of Aboriginal and Torres Strait
Islander Studies 2020). The four principles that
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structure the AIATSIS research ethics framework
(left column) align with the CARE principles (right
column):

Indigenous self-determination Collective benefit
Indigenous leadership Authority to control
Impact and value Responsibility

Sustainability and accountability Ethics

The CARE principles are reflected in the five values
(Research Data Alliance International Indigenous Data
Sovereignty Interest Group 2019) that provide the basis
for the National Health and Medical Research Council
(NHMRC) guidelines for Ethical conduct in research
with Aboriginal and Torres Strait Islander peoples and
communities. Although there is not a one-to-one
relationship, each of the CARE principles can be
aligned with one or more of the core values of:

« Cultural continuity
« Equity

Reciprocity
» Respect
« Responsibility.

The CARE principles also mirror the five key principles
that underpin the Lowitja Institute’s approach to research:

« Beneficence - to act for the benefit of Aboriginal and
Torres Strait Islander peoples in the conduct of our
research

« Leadership by Aboriginal and Torres Strait Islander
peoples

« Engagement of research end users (Aboriginal and
Torres Strait Islander organisations and
communities, policymakers, other potential
research users)

« Development of the Aboriginal and Torres Strait

Islander research workforce

« Measurement of impact in improving Aboriginal and
Torres Strait Islander peoples’ health (Lowitja
Institute 2024).

The CARE and FAIR principles informed the
Framework for Governance of Indigenous Data
developed for use in the Australian Public Service
(Commonwealth of Australia 2024) (see below).

The CARE principles are designed to complement the
FAIR principles and other mainstream data
frameworks, and promote equitable participation and
outcomes from data access, use, reuse and attribution
in contemporary data landscapes. However, there may
be tension between the openness of the FAIR
principles and the need to protect Indigenous rights
and interests in data (Carroll et al. 2021). To the extent
that the CARE and FAIR principles may conflict in the
context of Indigenous research, the CARE principles
should prevail.

Indigenous genomics

Indigenous data sovereignty is particularly important
and more difficult to implement in the data science
within Indigenous genomics. Innovative partnership
models of research governance are needed across
Australian and international interdisciplinary health
and research jurisdictions for this emerging area of
cultural and scientific significance to Indigenous data
sovereignty. The Australian National Centre for
Indigenous Genomics (NCIG 2020) has a governance
framework to ensure that genomic data are under
Indigenous custodianship, in addition to appropriate
engagement with Indigenous peoples from whom data
are collected. The Native BioData Consortium in the
United States (NBDC 2021) advocate for Indigenous

genomic data sovereignty in relation to Indigenous
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peoples’ ownership, benefit and self-governance of
their genetic information. Both centres highlight the
ongoing innovation within this vital health and research
area, with the critical need for rigorous Indigenous data
sovereignty models of oversight.

The InDatOCS model

The Indigenous Data Ownership, Custodianship and
Stewardship (InDatOCS) model was developed by the
Indigenous Data Network based at the University of
Melbourne. (Rose et al 2023) The framework stems
from a broader partnership with the National
Indigenous Australians Agency to examine the ways
that Indigenous community organisations collect,
store and use data, and how that data can be
enhanced to further empower the work they do.

Many Indigenous community organisations already
collect data that are based on Indigenous-designed
data, information and knowledge structures
consistent with Indigenous community priorities.
These data assets can become more valuable when
linked with government data to highlight gaps and
alignments. It is intended that this linking process be
regulated by a comprehensive Indigenous-led data
governance framework (Rose 2021).

In developing this framework Rose and colleagues
(2023) reviewed a range of internationally accepted

models for data management and synthesised those
features most applicable to Indigenous data
governance. They defined data governance as ‘an
organisational system comprised of roles and
relations, each of which are defined by intersecting
functions’. (Rose et al 2023 p. 4) The roles, functions
and relations of an OCS data governance model are
summarised in Table 2 and Figure 1.

This model of data governance, the authors noted:

introduces an important perspective for the
governance of Indigenous data where, under most
current legal frameworks, government performs all
three roles of owner, custodian, and steward. This is
the case even where the legislation under which data
may originally have been generated has since been
repealed, including various state and territory
Aboriginal ‘Protection’ acts and the sections of
Australia’s federal constitution that devolved all
powers regarding Indigenous Peoples to state and
territory governments prior to 1967. ... [T]he general
administrative assumption in Australia has been that
data generated by and about Indigenous individuals
and communities under moribund legislation,
automatically takes on the form of ‘archival records,’
the most relevant governing instruments for which

are contained in privacy legislation (Rose et al. 2023,
pp. 5-6).

Data Owner
and destroyed.

Data Custodian

Data Steward

Function: Determines all purposes for which and means by which data assets are generated, stored, accessed, processed

Relation 1: data owner->data custodian (determines custodianship)

Relation 2: data owner->data steward (determines stewardship)

Function: supplies data storage and access services.

Relation 1: data custodian<-data owner (supplies custodianship services on behalf of data owner)

Relation 2: data custodian<->data steward (supplies access and storage services to data steward)

Function: supplies data processing services, including creation, linkage, modelling, analysis and destruction.
Relation 1: data steward<-data owner (supplies stewardship services on behalf of data owner)

Relation 2: data steward->data custodian (supplies processing services to a data custodian) (Rose et al. 2023)

Table 2: Roles, functions and relations of an Owner Custodian Steward (OCS) data governance model (Jones et al. 2023 p. 4)
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Figure 1: Visualisation of the (O)wnership, (C)ustodianship and
(S)tewardship (OCS) model of data governance,

integrating the roles, functions and relations of systematic
data (Rose et al. 2023, p. 5).

Rose and colleagues (2023) described Indigenous data
as a special spatiotemporal class of personal data,
noting that the existence of Indigenous peoples and
communities in the present implies an unbroken
process of population regeneration before others
arrived here, thus giving Indigenous data a unique
characteristic. Their data relating to land, ownership
and management of natural resources, labour and
intellectual property have been recognised as
historical and ongoing tangible assets that are very
distinct from those of non-Indigenous peoples.

They also examined a range of non-enforceable
international guidelines and principles, including the
Five Safes framework; the FAIR guiding principles; the
CARE principles; OCAP; and the ALCOA Data Integrity
Principles and TRUST principles.

The Five Safes framework was originally developed in
2003 by the United Kingdom’s Office of National

Statistics as a set of protocols for managing
conditions on data access and is most closely
focused on the role and functions of data
custodianship (Desai et al. 2016; Ritchie 2017). In
Australia, all Commonwealth accredited integrating
authorities conform to the framework, including the
Australian Bureau of Statistics, the Australian Institute
of Health and Welfare (AIHW), the Australian Institute
of Family Studies, and the Commonwealth
Department of Social Services, among others (Rose
et al. 2023 p. 14; Desai et al. 2016; Ritchie 2017). The
Five Safes, as originally developed, refer to Safe
projects, Safe people, Safe data, Safe settings and
Safe output. Rose and colleagues (2023) refined the
framework to make it functionally more useful as a
national framework for Indigenous data governance,
as noted in Table 3.

The effectiveness of the Five Safes framework is
dependent on the inclusion of comprehensive risk
assessments and security controls. However, the
application of these principles preserves individual
privacy while enhancing partnerships between data
custodians and researchers (Ward 2024).

The Attributable, Legible, Contemporaneous, Original
and Accurate (ALCOA) principles were originally
developed as a mechanism for regulating data relating
to pharmaceutical products (and later, medical
equipment) in the United States (Rose 2023; McDowall
2018; Williams et al. 2017; Woollen 2010). The principles
were later expanded to include medical equipment,
with the added principles of Complete, Consistent,
Enduring, and Available with the acronym being
modified to ALCOA+ (Jordan 2016).

In 2019, the World Health Organization adopted these
principles and acknowledged that these are more
broadly applicable to the maintenance of data integrity
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Safe projects

Indigenous data owners?

Safe settings
interests of Indigenous owners?

Is the proposed custodianship and stewardship of the data in the interests of Indigenous data owners?
Safe people Do data custodians and stewards have the experience, knowledge, skills and motivation to act in the interests of

Safe data Have the data been assessed to measure their potential for undermining the interests of their Indigenous owners?
Have custodianship and stewardship functions been set to minimise risks of the data being used contrary to the

Safe output Are the results of modelling and analysing Indigenous data non-disclosive? (Rose et al 2023, p. 17)

Table 3: National framework for Indigenous data governance (Rose et al. 2023 p. 14)

throughout data lifecycles (WHO 2019; Rose et al.
2023). The temporal aspect is relevant, as:

those data assets currently treated as Indigenous
‘archival records,” are more properly treated as
Indigenous ‘data products,” which exhibit supply chain
histories comparable to life science data and medical
products typically subject to the WHO’s ALCOA+
quidelines (Rose et al. 2023, pp. 17-18).

The (TR)ansparency, (U)ser-focus, (S)ustainability, and
(T)echnology (TRUST) principles for digital repositories
were, like the CARE principles described above,
developed in response to the FAIR principles, also
described above, thereby reflecting the crucial role of
data in self-determination (Commonwealth of
Australia 2024). The TRUST principles aim for more
ethical obligations toward data owners on the part of
the data stewards and data controllers and, as Rose
and colleagues note, ‘may assist in giving rise to a more
just outcome’ (Rose et al. 2023, p. 22).

Following their review of existing data governance
frameworks, legislation, guidelines and principles, Rose
and colleagues (2023, p. 23) identified six key features
that can be integrated into an Indigenous data
governance framework based on the following
definitions:

1. The definition of the relationship between data

sovereignty and data governance, where:
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a. Data sovereignty refers both to the aspiration of
Indigenous individuals and communities to
autonomous ownership and control of data
assets in which they hold an interest, and to the
legally enforceable mandate of governments to
exert authority over the governance of data
within a given jurisdictional domain, and where;

b. Data governance refers to the roles, functions
and relations involved in exerting this authority,
which consequently encompass the concept of
sovereignty.

. The definition of data as the semantic product of

cognitive and intellectual work in a sequential
process undertaken over time, which follows the
preceding generation of at least two other semantic
products, including knowledge and information,
such that the production chain involved in the
generation of data follows the sequence
knowledge>information>data.

. The definition of data as an intangible asset with

real financial value.

. The definition of data governance as an organisational

system titled ‘OCS’, comprised of roles, functions and

relations, namely:

a. Three roles: ownership, custodianship and
stewardship

b. Two sets of functions: controlling and processing

c. Three relations: owner<>custodian;

custodian:<>steward; steward<>owner.

. The definition of a data life cycle as encompassing

all instances of controlling and processing
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between the instant of a dataset’s creation and the
instant of its destruction over time.

6. The definition of Indigenous data as a special class
of data asset distinguished by its multi-generational
life cycle, extending over a period that predates the
assertion of a colonial data governance regime
(Rose et al. 2023, pp. 22-23).

Rose et al. (2023) have proposed that these six key
features of current data governance frameworks and
principles are integrated into a specific Indigenous
self-determining governance framework across all
Australian states, also recognising data governance
roles of ownership, stewardship and custodianship.

A data ecosystem approach

Walter and Suina (2019) reflected on their experiences
as Indigenous scholars and their awareness of a lack of
fit between Western methodology and Indigenous
research. They described an Indigenous methodology
as one which puts Indigenous worldviews,
perspectives, values and lived experience as its central
axis (Walter and Suina 2019, p. 234). This is contrasted
with a Western positivist approach that appears
objective but is in fact predicated on notions of
difference between the ‘problematic Indigene’ and the
non-Indigenous norm, resulting in what Walter and
Suina (2019, p. 236) described as 5D data: difference,
disparity, disadvantage, dysfunction and deprivation.
Walter and Suina see a need for specific Indigenous
data protocols through which Indigenous data
sovereignty can be exercised:

Data sovereignty is practiced through Indigenous data
governance, which assert Indigenous interests in
relation to data. The primary vehicle is Indigenous
decision-making across the data ecosystem: from
data conception to control of access to and usage of

data. Indigenous decision-making is a prerequisite for

ensuring Indigenous data reflects Indigenous priorities,

values, culture, lifeworlds and diversity (2019, p. 237).

The data ecosystem approach has been adopted in the
Framework for Governance of Indigenous Data:
Practical guidance for the Australian Public Service
(Commonwealth of Australia 2024) developed by the
Commonwealth Government with input from the Data
Champions Network (Commonwealth of Australia 2024,
p. 23). The Framework, although comprehensive, does
not privilege Indigenous decision-making across the
entire data ecosystem as Walter and Suina envisioned.
Rather, the Framework is intended to guide government
agencies in Australia on the pragmatics of
implementation and embedding the areas of data
governance where the objectives of the Indigenous data
sovereignty movement and the Australian Government
align (Commonwealth of Australia 2024, p. 8).

This Framework is structured around the different
stages of the data lifecycle.

System design and technology

« The data lifecycle of First Nations data should be
underpinned by a system that is co-created by
Aboriginal and Torres Strait Islander peoples to
reflect needs and priorities.

« Systems design of data storage should be grounded
in Aboriginal and Torres Strait Islander design and
stewardship of data, including appropriate identifiers.

« System design should articulate a clear model of
governance that is rooted in Indigenous governance.

« The data system design should facilitate data linkage
that meets the information needs of communities.

Conceptualisation and creation

« Aboriginal and Torres Strait Islander peoples, including
from communities about which the data relate, as
appropriate, should have significant input in the
conceptualisation and creation of Indigenous data.
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« Is government asking the right questions to respond
to Aboriginal and Torres Strait Islander communities’
priorities and aspirations? Where possible, data
should be viewed as a commons that groups
exercise a collective right to shape and access.

« Indigenous data should be subject to change when
Aboriginal and Torres Strait Islander peoples request.

« Data should be created to support Indigenous data
needs and empower sustainable self-
determination and effective self-governance.

« Data should be conceptualised to reflect the
Indigenous lifeworld.

« Data are contextualised so that they are strengths-
based rather than deficit-focused where possible.

Collection

« Indigenous data should always be collected ethically
and respectfully.

« Free, prior and informed consent should be obtained
in culturally safe and appropriate ways, clearly
articulating benefits and risks.

« Collection practices should be grounded in ethical
standards that are grounded in Aboriginal and
Torres Strait Islander peoples’ priorities.

« Community surveys should be able to temporarily or
on an ongoing basis be suspended at the discretion
of Aboriginal and Torres Strait Islander peoples to
align with commmunity practices and needs (including
Sorry Business, etc.).

« Metadata from the collection should include
contextual information, including the provenance of
Indigenous data.

Access

« Aboriginal and Torres Strait Islander peoples need
access to their data