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ABSTRACT
This article presents the development of a five-phase Indigenous Data Governance (IDGov) Framework in Australia, focusing on 
partnerships between the Aboriginal Community Controlled Health Organisation (ACCHO) sector and non-Indigenous health 
entities. While the Indigenous Data Sovereignty (IDSov) movement has gained significant momentum over the past decade in 
Australia and other Anglo-colonised nation-states and beyond, the practical implementation of IDSov through community-led 
governance remains underdeveloped in the literature. This paper addresses that gap by offering definitional and conceptual clar-
ity, alongside examples that center Indigenous leadership in operationalising data governance. We introduce a phased model of 
IDGov, mapping a progression from the absence of governance through partial and shared arrangements to Indigenous-majority 
and fully Indigenous-led governance structures. The model is illustrated through a case study involving a complex data-sharing 
agreement between one Indigenous and three non-Indigenous organisations within the Victorian health system. Roles and re-
sponsibilities across each phase are articulated to support practical implementation. While grounded in the health sector, the 
framework is adaptable to other domains such as education, justice, and land governance, where IDSov is increasingly critical. 
This work offers a pathway for operationalising IDSov and transforming data relations to reflect and uphold Indigenous rights, 
worldviews, and decision-making authority.

1   |   Introduction and Context

The exponential growth of digital and online technologies has 
profoundly reshaped the global data landscape. With the prolif-
eration of data creation, storage, and use, much of it personal, 
identifiable, and often collected without consent, questions of 
ownership, control, and governance have consequently become 
increasingly urgent (Irion  2012; Kukutai and Taylor  2016a; 
Pedreira et al. 2021). In response, discourses of data sovereignty 
have gained traction across multiple domains, notably among 
three key actors: Indigenous peoples, nation-states, and con-
sumers (Hummel et  al.  2021).1 For Indigenous communities, 

Indigenous Data Sovereignty (IDSov) asserts the right to control 
data that relates to their peoples, lands, cultures, and futures 
(Kukutai and Taylor 2016b). For nation-states, data sovereignty 
intersects with national security and economic protectionism, 
encompassing cyber, digital, and internet sovereignty (Couture 
and Toupin 2019). Meanwhile, consumers increasingly demand 
sovereignty over their personal data, particularly in the face of 
pervasive surveillance and data commodification (Seddon and 
Currie 2013).

This article focuses on the context of Aboriginal and/or Torres 
Strait Islander peoples in Australia and the mechanisms 
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through which Indigenous Data Governance (IDGov) can serve 
as a vehicle for realising IDSov. As defined by Aboriginal and 
Torres Strait Islander delegates to the inaugural Maiam nayri 
Wingara Summit, IDGov is “the right of Indigenous peoples to 
autonomously decide what, how, and why Indigenous data are 
collected, accessed, and used” (Maiam nayri Wingara 2018, 1). 
IDGov is not merely a technical intervention; it is a sovereign 
act. It reclaims the ability to make strategic decisions about data 
in ways that reflect Indigenous worldviews, cultural logics, and 
political aspirations. Broadly, IDGov comprises two interdepen-
dent domains: Indigenous Governance of Data, which focuses on 
control over data systems and infrastructure, and Indigenous 
Data for Governance, which emphasises the generation and 
mobilisation of data to support Indigenous decision-making 
and self-determination (Smith  2016; Rigney et  al.  2022). This 
paper focuses primarily on the former, though we recognise 
the growing salience of the latter, particularly in the context of 
Indigenous nation-building and emerging treaty processes in 
Australia (Hobbs 2024).

While the conceptual underpinnings of IDSov and IDGov have 
been well articulated in both Australian (Lovett et  al.  2019; 
Walter, Lovett, et al. 2021; Prehn et al. 2024) and international 
scholarship (Carroll et  al.  2020; Kukutai and Taylor  2016b; 
Tsosie 2019; Walter, Kukutai, et al. 2021), significant gaps remain 
in the literature on implementation. The operationalisation of 
IDGov, particularly in contexts involving complex data-sharing 
arrangements with non-Indigenous actors, remains underde-
veloped. Emerging work, including the Taking Control of Our 
Data discussion paper (Maiam nayri Wingara Indigenous Data 
Sovereignty Collective 2024), has begun to offer practical guid-
ance, especially for Indigenous communities seeking to assert 
control within their own contexts. However, there remains at 
this time, limited empirical or practice-based research on how 
to implement IDGov in environments shaped by contractual 
obligations, regulatory constraints, or entrenched institutional 
power imbalances (Prehn et al. 2023; Sterling et al. 2024).

This paper addresses that gap by proposing a phased-based 
Indigenous Data Governance Framework to support the practi-
cal implementation of IDSov, particularly in cross-cultural and 
shared governance contexts. The framework is intentionally 
dynamic and adaptable, guiding institutions through a progres-
sion from no Indigenous involvement to co-governance, and ul-
timately to the full realisation of IDGov. In doing so, it offers a 
novel typology of IDGov maturity, extending existing theories of 
Indigenous sovereignty into the domains of data infrastructure 
and institutional practice. We present this work as primarily a 
collective of Aboriginal researchers, most of whom hold exec-
utive roles within the Maiam nayri Wingara Indigenous Data 
Sovereignty Collective, with several also serving as members 
of the Global Indigenous Data Alliance (GIDA). We acknowl-
edge that work in IDSov and IDGov has not originated solely 
in Australia. These movements have been built through the 
contributions of Indigenous peoples worldwide and are being 
implemented across diverse global contexts (see Andersen et al. 
2025). However, as IDSov and IDGov scholars articulate, while 
the broad principles are shared across the CANZUS countries, 
the actualisation of these needs to be directly aligned with the 
cultural and lived reality of the First Peoples to whom the data 
relate see (Prehn et al. 2024).

The structure of the paper is as follows. We begin by establishing 
definitional clarity around key terms, grounded in Indigenous-
authored and endorsed frameworks. We then offer a conceptual 
clarification of (Indigenous) data governance, addressing com-
mon misinterpretations that dilute or obscure its authoritative 
significance. Building on this foundation, we introduce our 
five-phase IDGov model, detailing its core principles and appli-
cations. We conclude with a case study that illustrates the model 
in action, drawn from a collaborative arrangement involving 
one Indigenous and three non-Indigenous organisations, where 
IDGov has been both contested and partially realised.

2   |   Definitions Matter

Definitions are not merely semantic tools; they are central to 
how we conceptualise, communicate, and enact change in com-
plex domains. In the context of Indigenous Data, IDSov, and 
IDGov, definitions serve not only a descriptive function but also 
a political one; they assert sovereignty, epistemic authority, and 
the right to self-determination in data spaces that colonial logics 
have historically dominated.

In 2018, more than 40 Aboriginal and/or Torres Strait Islander 
delegates, including prominent Indigenous data experts, legal 
scholars, and representatives from every Australian state and 
territory, as well as the Torres Strait Islands, gathered with lead-
ing Māori data sovereignty advocates at the inaugural IDSov 
Summit. Over 2 days, participants engaged in collective delib-
eration to define key concepts that would guide the emerging 
IDSov movement in Australia. These definitions were formally 
endorsed by the Maiam nayri Wingara collective and designed 
to reflect the diversity of Indigenous communities and the com-
plexities of data within their sociocultural, legal, and political 
contexts.

The definitions developed at this summit were also carefully 
aligned with internationally recognised standards as articulated 
by the Global Indigenous Data Alliance (GIDA 2025). As defined 
by Maiam nayri Wingara (2018, 1):

•	 Indigenous Data refers to information or knowledge, in any 
format or medium, that is about and may affect Indigenous 
peoples, both collectively and individually.

•	 Indigenous Data Sovereignty refers to the right of 
Indigenous peoples to exercise ownership over Indigenous 
Data. Ownership can be expressed through the creation, 
collection, access, analysis, interpretation, management, 
dissemination, and reuse of such data.

•	 Indigenous Data Governance refers to the right of 
Indigenous peoples to autonomously decide what, how, and 
why Indigenous Data are collected, accessed, and used. It 
ensures that data on or about Indigenous peoples reflect 
their priorities, values, cultures, worldviews, and diversity.

These definitions are not simply technical descriptors; they 
are declarations of Indigenous authority over knowledge 
systems and data infrastructures. Since their inception, 
they have been consistently upheld across multiple sectors. 
In 2023, more than 130 Indigenous participants reaffirmed 
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these definitions at the second IDSov gathering (Maiam nayri 
Wingara 2023). Further, in 2025, they received international 
endorsement from over 250 Indigenous delegates at the Global 
IDSov Summit in Canberra (Maiam nayri Wingara  2025). 
This iterative reaffirmation signals their ongoing legitimacy 
and their alignment with the evolving needs and aspirations 
of Indigenous communities.

The uptake of these definitions is evident across Australian 
public and institutional domains. Federal government policies 
(Commonwealth of Australia 2024), state and Indigenous legal 
agreements (First Peoples Assembly of Victoria and The State of 
Victoria 2022; Yoorrook Justice Commission 2021), academic lit-
erature (Bodkin-Andrews et al. 2024; Walter, Lovett, et al. 2021), 
and the operational frameworks of Indigenous community-
controlled organisations (Maiam nayri Wingara Indigenous 
Data Sovereignty Collective 2024; VACCHO 2023a) all demon-
strate their influence. As such, these definitions satisfy both 
prototypical (dictionary-style) and legal definitional criteria 
(Schiappa 2003) and have become embedded in both Indigenous 
and broader Australian lexicons; notwithstanding that we rec-
ognise, as others have done, that the term ‘sovereignty’ has 
Western (European) origins (Davis 2023). We acknowledge that 
Indigenous Australian peoples did not surrender nor cede their 
sovereignty to the colonial powers (Davis 2012).

Given their origins, scope, and widespread endorsement, we 
argue that any alternative definitions or classifications of 
Indigenous Data, IDSov, or IDGov must be approached with 
extreme caution. To disregard or dilute these terms is to under-
mine the sovereignty of the 40+ delegates who developed them 
in a spirit of collective self-determination. Moreover, redefining 
such concepts without transparent justification risks reinforc-
ing the very colonial dynamics that the IDSov movement seeks 
to dismantle. As observed in other areas of Indigenous gover-
nance and knowledge, terminological shifts are often used to 
obscure power imbalances and serve institutional or commer-
cial interests (Bodkin-Andrews and the D'harawal Traditional 
Descendants and Knowledge Holders Circle). For instance, some 
organisations claim to uphold IDSov or IDGov to satisfy funding 
or reporting requirements, while in practice retaining control 
over data infrastructure and decision-making, effectively reas-
serting colonial authority under the guise of ‘partnership’.

This disjuncture is exemplified in the Australian Government's 
Governance of Indigenous Data Framework. Although the frame-
work references the Maiam nayri Wingara  (2018) definitions 
(Commonwealth of Australia 2024, 35), its deliberate use of the 
term Governance of Indigenous Data, rather than Indigenous 
Data Governance, signals a subtle yet significant conceptual 
departure. The distinction reflects the fact that while the gov-
ernment's co-designed framework improves consultation and 
visibility, it falls short of the autonomy and authority required 
to meet the criteria for genuine IDGov as defined by Indigenous 
peoples.

According to the National Indigenous Australians Agency 
(NIAA), Governance of Indigenous Data refers to “the practices 
and processes governing the creation, collection, access, anal-
ysis, interpretation, management, dissemination, and reuse of 
Indigenous data” (Commonwealth of Australia 2024, 35). While 

this framing may support increased Indigenous participation in 
data processes, it does not confer the strategic control or sover-
eign decision-making that IDGov requires. With the implemen-
tation of the framework beginning in January 2025, its outcomes 
remain uncertain. Whether it will serve as a transitional step 
toward Indigenous-led governance or merely reinforce existing 
hierarchies is yet to be determined. As Indigenous researchers 
and advocates, we will continue to watch closely, ensuring that 
the transformative intent of IDSov is neither misappropriated 
nor undermined.

3   |   Conceptual Clarification: [Indigenous] Data 
Governance

Data governance has long been a topic of strategic relevance in or-
ganisational, governmental, and research settings (Horne 1995). 
However, in recent years, its importance has dramatically in-
tensified. No longer confined to the domain of technical infra-
structure or back-office operations, data are now recognised as 
a vital asset, one with significant implications for sovereignty, 
power, and justice. For Indigenous peoples, data governance is 
increasingly framed as a mechanism for empowerment and de-
colonisation (Kukutai and Taylor 2016b). For states, it is closely 
tied to national sovereignty and geopolitical control (Couture 
and Toupin 2019). For corporations and consumers, it represents 
a site of both value generation and vulnerability, particularly in 
relation to data commodification, surveillance, and exploitation 
(Seddon and Currie 2013; Pedreira et al. 2021; Woods 2018).

As data becomes more central to how societies function and 
how communities advocate for themselves, governance over 
that data becomes a foundational concern. Ethical and effective 
data governance is no longer a procedural add-on; it is essen-
tial infrastructure for Indigenous nationhood, service delivery, 
evidence-based policy, and cultural continuity. Robust gover-
nance frameworks, policies, and accountability structures are 
not optional; they are prerequisites for ensuring that data serves, 
rather than undermines, Indigenous priorities.

Nevertheless, despite its growing importance, the concept of 
data governance is frequently misunderstood and misapplied. 
One of the most persistent confusions in the literature, and in 
practice, is the conflation of data governance with data man-
agement (Abraham et al. 2019). The distinction is not semantic; 
it is structural. Data governance involves high-level, strategic 
decision-making about how data is handled across its entire 
lifecycle, from creation, use, and interpretation, through to use, 
re-use, and storage (Fu et al. 2011; Khatri and Brown 2010). It 
addresses the critical questions: Who decides what is collected? 
Why is it collected? How will it be used? By contrast, data man-
agement refers to the operational implementation of these de-
cisions (Mahanti 2021). It involves executing the policies and 
standards determined through governance.

A helpful analogy is that of organisational leadership: gov-
ernance is the domain of a board of directors setting strategic 
direction, while management is responsible for enacting that 
direction through daily operations (Considine et  al.  2015). 
Similarly, in the context of IDGov, building capability through 
training and leadership development is key to ensuring that 

 18394655, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/ajs4.70086 by E

dith C
ow

an U
niversity, W

iley O
nline L

ibrary on [05/01/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



4 Australian Journal of Social Issues, 2025

Indigenous peoples are not merely consulted, but are leading, 
deciding, and ultimately governing how data systems serve 
their communities (Maiam nayri Wingara Indigenous Data 
Sovereignty Collective 2024).

This distinction is especially critical in the Australian context, 
where the language of “governance” is increasingly invoked 
but not always enacted. Many institutions and organisations 
now claim to be practising IDGov, but closer scrutiny often 
reveals practices that fall short of the definitions articulated 
by Indigenous peoples (Maiam nayri Wingara  2018). What is 
frequently labelled as IDGov may consist only of seeking peri-
odic advice from Indigenous advisors, or of implementing co-
management structures that still leave ultimate authority with 
non-Indigenous institutions. While such arrangements may re-
flect incremental progress or good intentions, they often fail to 
disrupt entrenched power dynamics in the Indigenous data eco-
system. Without a shift in who holds strategic decision-making 
power, these efforts risk reinforcing colonial patterns under the 
guise of inclusivity.

True Indigenous Data Governance, as defined by Maiam nayri 
Wingara (2018), requires that Indigenous peoples exercise au-
tonomy over the creation, collection, access, and use of data 
about them. This is not a call for symbolic representation; it 
is a claim to jurisdiction. It is a demand for self-determination 
within the data landscape, where Indigenous priorities, legal 
orders, and knowledge systems guide decisions. Realising 
this vision necessitates more than policy statements or advi-
sory roles; it requires conceptual clarity, institutional trans-
formation, and a sustained commitment to Indigenous-led 
governance. Without these, the label of “governance” risks 
becoming yet another rhetorical device that conceals the per-
sistence of settler control.

4   |   A Five-Phased Indigenous Data Governance 
Framework

This section outlines the implementation of a five-phase 
Indigenous Data Governance Framework designed to support 
the realisation of IDSov. While some Indigenous organisations 
may already be well positioned to lead such efforts, for many 
non-Indigenous institutions and data-handling entities, the 
meaningful adoption of IDSov and IDGov requires profound 
cultural and structural transformation (Jelfs 2016; Walter 2016). 
Recognising that governance reform is a process rather than a 
singular act, this framework provides a structured pathway for 
progressing from the absence of Indigenous governance to its 
full enactment.

The implementation of IDSov through IDGov often demands a 
gradual but strategically coordinated effort. Deeply embedded 
norms, legacy systems, and institutional resistance may im-
pede progress (Kukutai and Taylor 2016b; Carroll et al. 2021). 
Although sustained change requires time, careful planning 
must not become a pretext for delay. Organisational readiness 
for IDGov should be developed through a sequence of mean-
ingful actions that transition an entity from a situation where 
IDSov is absent to one where it is embedded within everyday 
structures, relationships, and decision-making processes (Yap 

and Yu 2016). To support this change process, we have included 
a set of reflective questions in Appendix  A to guide organisa-
tions and services in implementing IDGov.

4.1   |   The Trajectory Toward Indigenous Data 
Governance

As discussed earlier, Indigenous Data Governance affirms the 
right of Indigenous peoples to determine how data about them 
are created, collected, accessed, and used, ensuring alignment 
with Indigenous values, priorities, and worldviews (Maiam 
nayri Wingara  2018). To support organisations in realising 
this, we present a five-phase pathway, with each phase reflect-
ing cumulative institutional change. This trajectory can be 
understood as an institutional change process framed by the 
6 R's: Reflection, Realisation and Resolution, Reconnaissance, 
Restructuring, Revision, and Responsiveness (Guerzoni and 
Prehn 2026).

Across these stages, we suggest that reflexive practice and 
shared responsibility are critical, especially in early phases 
(Guerzoni and Prehn 2026). Preliminary and ongoing critical 
reflection can lead to realisations about what has contributed 
to the current context and environments requiring change, 
and in turn inform and underpin the resolutions made in 
response (Guerzoni and Prehn 2026). Before any changes 
are enacted, it is suggested that thorough reconnaissance is 
undertaken to acquire an assessment of the organisational 
context, to investigate the structures, perceptions, processes, 
policies, and norms within the organisation to build contex-
tual understanding of how data, particularly Indigenous data, 
is understood, valued, and engaged (Guerzoni and Prehn 
2026). It is from the pooling together and evaluation of this 
information that there can be a restructuring to align systems, 
structures, and policies, and finally, ongoing revision is neces-
sary to ensure continuing responsiveness; as an organization 
has never “arrived” nor is a static entity; instead, organiza-
tions change over time (Guerzoni and Prehn 2026; Schein 
and Schein  2016). Crucially, data governance arrangements 
involving Indigenous data cannot be considered autonomous 
unless they are Indigenous-led (Maiam nayri Wingara 2018). 
The pathway demands clearly defined actions, timelines, and 
accountability mechanisms.

Avoiding bureaucratic delay is essential. For example, the fed-
eral Governance of Indigenous Data Framework is projected to 
take a decade to progress from Phase 1 to Phase 3. While this 
may reflect the scale and complexity of government departments 
and agencies, the timeframe is misaligned with the urgency of 
Indigenous peoples' demand for better data stewardship. Ideally, 
each phase should be completed within 12 to 18 months.

Organisations that have already demonstrated features of later 
phases may enter the framework at Phase 4 or 5. However, this 
requires a commitment to equitable responsibility-sharing to 
avoid overburdening Indigenous staff with the labour of trans-
formation. A relational approach, where Indigenous peoples 
lead, and non-Indigenous colleagues walk alongside in support, 
best reflects the ethics of this work (Mohamed et al. 2024). The 
framework should support organisational progress through 

 18394655, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1002/ajs4.70086 by E

dith C
ow

an U
niversity, W

iley O
nline L

ibrary on [05/01/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense



5Australian Journal of Social Issues, 2025

broader structural and cultural change, discussed further in 
Section 4.2.

4.2   |   Phase 1: No Indigenous Data Governance

This is the phase that most organisations will likely be in, where 
Indigenous peoples do not have the authority to make decisions 
in respect to, and over, Indigenous data. As such, this can there-
fore be characterised as the “default phase” for organisations, 
where policies and procedures concerning data governance and 
its management tend to be organisationally centred (rather than 
Indigenous centred). Whilst we recognise a difference between 
having input from Indigenous peoples in some capacity, in con-
trast to no capacity, we argue that this phase also includes or-
ganisations that possess Indigenous advisory groups that do not 
hold formal decision-making powers. While advisory roles may 
suggest inclusion, and even those within organisations having 
their hearts “in the right place” regarding wanting to hear from 
Indigenous peoples, it is noted that Indigenous participants re-
port that their input in such advisory groups or committees is 
often ignored, with little to no tangible outcomes; particularly 
when participation is tokenistic and often unpaid (Maiam nayri 
Wingara Indigenous Data Sovereignty Collective 2024).

The first step in this phase is structured reflection by organisa-
tional leaders. This means examining their assumptions about 
Indigenous peoples, the nature and value of data (what “counts” 
as data), and their motivations for engaging with IDGov (for the 
benefit of Indigenous peoples, to meet a KPI, or to curry favour 
with an individual or entity). At this initial stage, reflecting on 
what is considered “normal” in how data is viewed and used 
is crucial, as these perspectives are often shaped by colonial 
power structures (Guerzoni and Prehn 2026). For example, gov-
ernment agencies may collect data from Indigenous peoples as 
part of “service” delivery, yet in doing so consolidate resources 
and authority in ways that serve the settler-colonial state while 
undermining Indigenous values, knowledges, and practices. 
Recognising these costs and consequences lays the groundwork 
for genuine resolutions and progress. Without such foundations, 
resolutions risk corroding into mere rhetoric.

Organisations should then appoint a team, including Indigenous 
participants compensated for their expertise and time, to con-
duct a reconnaissance of how IDGov can be meaningfully im-
plemented in their context. This may involve gathering written 
submissions, hearing presentations from staff, and auditing 
policy and procedure documents to assess how Indigenous data 
is understood and used, and the extent to which organisational 
norms and practices align with Maiam nayri Wingara's IDSov 
and IDGov principles (Maiam nayri Wingara Indigenous Data 
Sovereignty Collective 2024).

4.3   |   Phase 2: Some Governance 
of Indigenous Data

An organisation that is within this phase may be distinguished 
from another entity within Phase 1 because one or two Indigenous 
individuals hold some decision-making power in a largely non-
Indigenous organisation. While it can be said this is an important 

step forward, the power imbalance between the Indigenous per-
son or persons and the organisation they are based in often re-
sults in their decision-making roles being tokenistic, unable to 
lead to meaningful change. This is especially true where no for-
mal structures or resources support Indigenous authority within 
the organisation. The input from the Indigenous person can end 
up facing the same fate as that received from an Indigenous ad-
visory group, appreciated and welcomed, but without the weight 
to create change independent of other stakeholders.

Organisations should develop robust terms of reference, clarify 
organisational responsibilities, and allocate sufficient resourc-
ing to ensure Indigenous participation is not solely symbolic. 
A clear partnership between Indigenous and non-Indigenous 
stakeholders within the organisation, along with annual reviews 
at management and governance levels, is critical to monitor and 
support progression with these intended goals.

4.4   |   Phase 3: Co-Governance of Indigenous Data

An organisation within Phase 3 has governance bodies with 
approximately equal representation from Indigenous and non-
Indigenous communities. This structure marks important prog-
ress because it enables and supports shared decision-making, 
rather than where Indigenous peoples are in the minority as 
seen in the earlier phases. This more balanced arrangement of 
Phase 3 marks a move toward more equitable practices.

Several arrangements can be put in place to strengthen the gov-
ernance capacity of Indigenous peoples. For example, having 
co-chair arrangements on relevant governance committees and 
boards between Indigenous and non-Indigenous peoples, with 
the capacity for alteration of leadership across the sitting year 
and/or within meetings. There is also the capacity for mento-
ring arrangements to be implemented within one's workload, 
so that Indigenous staff are supported in, and transition into, 
further leadership roles. Being intentional about recruitment, 
development, and succession planning for Indigenous staff is 
also essential, especially among more senior Indigenous staff. 
Importantly, as mentioned earlier, the relevant governance 
committee must be empowered to shape and implement data 
policies, not merely be consulted on them. Regular evaluations 
ensure that co-governance remains substantive, rather than 
symbolic; this can be achieved through reviews of minutes and 
interviews with committee members. Additionally, updating 
policies and procedures that reflect Indigenous decision-making 
and governance structures within the organisation is required.

4.5   |   Phase 4: Majority Governance 
of Indigenous Data

In this phase, Indigenous people hold a majority of seats on gov-
ernance committees (and any decision-making meeting requires 
a quorum with an Indigenous majority), ensuring decisions are 
more likely to reflect Indigenous priorities regarding IDSov and 
IDGov (as well as other areas that matter). A key example of this, 
about research and data, is the Indigenous-majority steering com-
mittee of the Longitudinal Study of Indigenous Children, an on-
going and extensive Australian-based study (Walter et al. 2017).
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However, it is important to be mindful that majority represen-
tation does not automatically translate into power within both 
the committee and the organisation more broadly. As Bodkin-
Andrews and colleagues (2024) caution, formal authority must 
accompany numerical representation to prevent non-Indigenous 
control from persisting behind the scenes. This means that 
organisations must ensure governance bodies have genuine 
decision-making power that can lead to change in the everyday 
functioning of the organisation, and that thereby works to en-
sure that Indigenous perspectives are not overridden in practice 
across the organisation. For example, IDSov principles become 
part of how Indigenous peoples and their data are engaged 
with, rather than only being ‘recommendations’. To formalise 
Indigenous decision-making and leadership, organisational pol-
icies and procedures are required to be reviewed and updated to 
embed these structures within the organisation.

4.6   |   Phase 5: Indigenous Data Governance

IDGov is achieved when Indigenous peoples possess full author-
ity to govern their data. This includes the existence of a dedicated 
Indigenous-led IDGov committee, with clearly delegated author-
ity, enforceable policies, and a strong and meaningful role within 
the broader organisational structure and its everyday functioning.

Non-Indigenous individuals may contribute to this committee as 
invited advisors, observers, or technical experts (perhaps present 
as ex officio), but do not hold voting rights. The committee deter-
mines when and how external expertise is engaged as part of its 
operations. For this phase to work effectively and endure, respect 
for Indigenous leadership guided by a diversity of Indigenous 
voices is foundational. Furthermore, IDGov principles should 
extend to the highest levels of an organisation, including board 
decision-making. Annual or biennial reviews are advised to 

be part of this phase, recognising that they can ensure ongo-
ing integrity and accountability. Further, updating organisa-
tional policies and procedures is essential to outline Indigenous 
decision-making and leadership as core to business operations.

4.7   |   Accompanying Systems Change: 
Organisational and Cultural

IDGov cannot succeed in isolation; it must be supported by 
broader institutional change. Alignment across leadership, op-
erations, and organisational culture is essential to embed sus-
tainable governance (Tables 1–3).

Structural and cultural transformation is critical to the success 
of the IDGov Framework. Without alignment between gover-
nance committees, policies, workflows, and leadership, even 
well-intentioned efforts may falter. As Schein and Schein (2016) 
observe, managers play a pivotal role in cultural change, rein-
forcing or reshaping values through practice. A holistic, whole-
of-organisation approach is essential to ensure that governance 
structures are not only established but fully operationalised.

5   |   Applying the Framework to Indigenous Cancer 
Screening Data

This section outlines the application of the Phased Indigenous 
Data Governance Framework to Indigenous cancer screening 
data within the Victorian Cancer Screening Framework (VCSF) 
partnership.2 The Indigenous Data Governance Framework dis-
cussed here applies to a complex data arrangement involving 
four partner organisations. The case study focuses on Indigenous 
people's cancer screening data. The VCSF team consists of one 
Indigenous and three non-Indigenous organisations:

TABLE 1    |    Organisational changes to consider.

Domain Change

Policy & Governance Develop and implement an IDGov policy or update existing 
frameworks to include it, reviewing annually

Clarify the IDGov committee's position within the 
broader structure, reviewed annually

Data management and technology Ensure data management aligns with strategic decisions, reviewed annually

Establish secure data-sharing agreements that prioritise 
benefits and protections for Indigenous peoples

Use secure hardware/software to safeguard Indigenous data

Operational practices Build partnerships with Indigenous communities to strengthen data relationships

Invest in capacity building for Indigenous peoples in data governance

Ensure accountability for IDGov implementation

Provide regular staff training on IDGov and IDSov

Establish Indigenous-led mechanisms to ensure the 
long-term sustainability of the organisation

Funding and resourcing Secure adequate funding to drive organisational and cultural change

Ensure Indigenous peoples are remunerated for their contributions
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•	 Victorian Aboriginal Community Controlled Health 
Organisation (VACCHO), an Indigenous organisation.

•	 Australian Centre for the Prevention of Cervical Cancer 
(ACPCC), a non-Indigenous organisation.

•	 Breast Screen Victoria (BSV), a non-Indigenous 
organisation.

•	 Cancer Council Victoria (Cancer Council), a non-Indigenous 
organisation.

Given the relatively recent emergence of Indigenous Data 
Sovereignty (IDSov) and IDGov in practice, and the limited ex-
perience in data governance among both Indigenous staff and 
partner organisations, this section focuses on practical imple-
mentation pathways. We propose that VCSF partners initially 
adopt Phase 3: Co-Governance of Indigenous Data, reflecting 
current capabilities and relational readiness. As a medium-
term goal, we recommend progressing toward Phase 5: Full 
Indigenous Data Governance, ideally within a two- to three-year 
timeframe, contingent upon ongoing resourcing, investment in 
First Peoples' data literacy, and sustained partner commitment.

5.1   |   Indigenous Cancer Screening Data

The VCSF partnership oversees a range of Indigenous cancer 
screening data, including screening types, cancer diagnoses, ho-
listic health assessments, and individual patient records, which 
may include historical health information. These data fall squarely 
within the definition articulated by Maiam nayri Wingara (2018, 
p. 1), which defines Indigenous data as “information or 

knowledge, in any format or medium, which is about, and may 
affect, Indigenous peoples collectively and individually.”

5.2   |   Indigenous Data Governance Committee

The Indigenous Data Governance Committee will oversee the 
full lifecycle of Indigenous cancer screening data, from creation 
and collection to access, use, publication, and storage. Its pur-
pose is to ensure that data practices align with Indigenous worl-
dviews, values, and governance principles (Lovett et al. 2020). 
Initially, the committee will operate as a Co-Governance of 
Indigenous Data Committee, with equal Indigenous and non-
Indigenous membership. It is critical to reiterate that the com-
mittee cannot be designated as an Indigenous Data Governance 
Committee until it is composed entirely of Indigenous members.

Figure 1 illustrates the roles and relationships among three key 
stakeholders: the committee, VCSF partner organisations, and 
First Peoples in Victoria. This governance model is designed to 
ensure relational accountability and a gradual progression to-
ward Indigenous-led governance.

5.3   |   VCSF Partner Organisations

The VCSF partner organisations include VACCHO, ACPCC, 
BSC, and the Cancer Council. These organisations operate 
under an agreement governing the use of both Indigenous 
and non-Indigenous cancer screening data across Victoria 
(VACCHO 2023b). To enable effective IDGov, each partner or-
ganisation should reflect on its internal readiness. Key consid-
erations include the proportion of Indigenous staff, especially 
in senior roles, levels of staff data literacy, the existence of 
Indigenous-specific data policies or clauses within broader data 
policies, and remuneration structures. The collective goal is to 
build institutional cultures and systems that uphold and opera-
tionalise Indigenous data sovereignty across the VCSF.

5.4   |   Indigenous Peoples in Victoria

The Co-Governance Committee is ultimately accountable to 
Indigenous Peoples in Victoria. Trust in data practices is essential: 
when communities understand and value how their data are gov-
erned, participation in screening programs increases, resulting 

TABLE 2    |    Cultural changes to consider.

Domain Change

Education and awareness Provide education on 
Indigenous data, IDSov, 

and IDGov for staff 
and stakeholders

Relationship building Foster respectful, collaborative 
relationships with 

Indigenous communities

Mindset shift Promote organisational 
values that recognise 

Indigenous knowledge as 
crucial to data governance, 
viewing staff as custodians 

rather than data owners

Workplace inclusion Develop an Indigenous data 
strategy to formalise IDSov 

and promote inclusivity

Commitment to equity Make public commitments 
to Indigenous data equity, 

positioning the organisation 
as a leader in the field both 

presently and into the future

TABLE 3    |    Terms of reference and standard operating procedures.

Terms of reference
Standard operating 

procedure

Role, purpose, and 
responsibilities

Meeting rules and frequency

Scope of authority and 
decision-making

Conducting meetings

Membership requirements 
and term lengths

Behavioural expectations

Remuneration and training 
provision

Secretariat duties 
and support
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in improved data quality and health outcomes (Williamson et al. 
2021). Where concerns arise regarding data governance, commu-
nities must be empowered to raise them with the Co-Governance 
Committee and VCSF partner organisations. Importantly, Victoria 
now has stronger accountability mechanisms in place, including 
Indigenous-led institutions, greater recognition of Indigenous 
data rights by governments, and an increase in advocacy, knowl-
edge, and technical capacity among First Peoples.

5.5   |   The Co-Governance of Indigenous Data

We recommend that VCSF organisations initially implement 
Phase 3: Co-Governance of Indigenous Data (see Figure  2). 

This recommendation acknowledges the current state of 
IDSov and IDGov implementation within the partnership. Co-
governance represents a practical and necessary step forward, 
while recognising that deeper socialisation and institutional 
reform will be required for full IDGov.

Figure  3 outlines the structure of the Co-Governance 
Committee, which should consist of equal numbers of 
Indigenous and non-Indigenous representatives. Indigenous 
members should bring lived experience and expertise in 
Indigenous Data Governance and/or cancer screening. Non-
Indigenous members should offer technical expertise and a 
demonstrated ability to work respectfully and collaboratively 
with Indigenous peoples.

FIGURE 1    |    Indigenous Data Governance framework for indigenous cancer screening data.

4. Indigenous
People in
Victoria

3. VCSF
Partner

Organisations

2. Indigenous
Data

Governance 
Committee

1. Indigenous
Cancer

Screening
Data

FIGURE 2    |    The progression toward Indigenous Data Governance (IDGov). (Please note that Appendix A includes a full-page version of this dia-
gram to assist Indigenous and non-Indigenous peoples in identifying which phase they are currently in, while also providing space to articulate how 
phase five could be realised).
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•Some governance 
decisions are not 
made by 
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of Indigenous Data

4. Majority 
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A co-chairing arrangement is encouraged to promote shared 
leadership, enhance mutual accountability, and prevent an 
undue burden on Indigenous members. Adequate organisational 
resourcing is essential to support meaningful participation, and 
transparent processes must be in place to ensure workload eq-
uity. The committee should operate as a forum of equals, not 
one shaped by hierarchy or institutional titles, with Indigenous 
members recognised as full strategists, decision-makers, and 
policy leaders. If the chair is non-Indigenous, an Indigenous co-
chair should be appointed and supported to transition into com-
plete leadership as the committee progresses toward Phase 5.

A co-governance model offers a clear pathway toward Indigenous 
Data Governance. The Maiam nayri Wingara Indigenous Data 
Sovereignty Collective  (2024) highlights the importance of es-
tablishing a Terms of Reference (ToR) and a Standard Operating 
Procedure (SOP). While there is no single template, Indigenous 
representatives must oversee the drafting, and lead the ratifica-
tion (voting and agreement), and formalisation (implementation 
as formal rules) process to ensure alignment with Indigenous 
worldviews, values, and governance protocols. Non-Indigenous 
members can support this work by bringing relevant policy and 
legal expertise, while walking alongside Indigenous colleagues 
in a spirit of partnership.

As illustrated in Figure  3, the full realisation of IDGov will 
eventually require replacing non-Indigenous representatives 
with Indigenous members. Currently, these roles are occu-
pied by non-Indigenous staff due to the composition of exist-
ing data teams. However, organisations could appoint external 
Indigenous members, as is common in board structures, to re-
duce potential conflicts of interest and accelerate progression 
toward Indigenous autonomy (Considine et al. 2015).

This section has outlined a practical pathway for applying the 
Phased Indigenous Data Governance Framework within the 
VCSF partnership. Considering current organisational capabili-
ties, staffing composition, and the emerging nature of IDSov in 
the sector, we recommend that VCSF partners begin at Phase 3: 
Co-Governance of Indigenous Data. With appropriate resourc-
ing, increased investment in Indigenous data literacy, and a 
commitment to shared leadership, it is feasible to progress to-
ward Phase 5: Full Indigenous Data Governance within a two- 
to three-year timeframe.

Such a transition represents more than administrative reform; it 
signifies a shift in institutional power, practice, and accountabil-
ity. Ultimately, the VCSF model offers a replicable framework for 
other cross-sectoral partnerships seeking to realise Indigenous 
data sovereignty in health and beyond.

6   |   Conclusion

In recent years, significant developments in IDSov and IDGov 
scholarship, both in Australia and internationally, have con-
tributed to noticeable shifts in how Indigenous peoples and 
their data are conceptualised and considered (Commonwealth 
of Australia 2024; First Peoples Assembly of Victoria and The 
State of Victoria, 2022; Yoorrook Justice Commission  2021; 
VACCHO  2023a). Importantly and commendably, we see that 
these two concepts possess agreed and defended definitions, 
are being engaged with internationally, and are also applied to 
localised contexts (Andersen et  al. 2025). This indicates that 
work in this field has a strong conceptual foundation, supported 
by Indigenous consensus, and is moving into a stage of imple-
mentation through the systemic processes of organisations and 

FIGURE 3    |    Co-governance of Indigenous data committee within the VCSF. Blue circle = VCSF. Yellow circle = Indigenous people in Victoria.
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government agencies. Realising this shift requires frameworks 
that can guide reflection and provide a clear visualisation of the 
processes involved in implementing IDSov and IDGov across di-
verse organisational and governmental contexts.

This paper has sought to contribute to the work of IDSov and 
IDGov application by presenting our approach to the develop-
ment and application of a phased Indigenous Data Governance 
Framework, tailored to the Australian context. In doing so, it 
has sought to provide both conceptual grounding and practical 
guidance for individuals, communities, organisations, and other 
entities committed to realising IDSov across the Indigenous data 
ecosystem. We have emphasised the importance of working from 
and toward the correct definition of IDGov, as per the agreed defi-
nition from (Maiam nayri Wingara 2018, 2023), one that is led and 
defined by Indigenous peoples. Adhering to this definition is criti-
cal to avoiding the unintended reinforcement of colonial data para-
digms under the guise of inclusion or reform. Through conceptual 
clarification, we have addressed some of the common misunder-
standings about data governance, and highlighted the structural, 
cultural, and relational conditions necessary for achieving IDSov.

The five-phase Indigenous Data Governance Framework pro-
vides a practical roadmap for data-handling entities, serving as 
a starting point to assess their current positioning and identify 
steps toward achieving full Indigenous governance. It acknowl-
edges that transformation is not linear, but instead cumulative, 
requiring reflexivity, accountability, and long-term investment. 
The case study included from the Victorian Cancer Screening 
Framework (VCSF) demonstrates that tangible progress toward 
IDGov is achievable, even within complex, multi-institutional ar-
rangements within the context of health. With intentional plan-
ning and sustained commitment, short- and medium-term gains 
can lay the foundation for enduring Indigenous leadership in 
data governance, both within health contexts and in other areas, 
such as education, employment, justice, and land governance.

Ultimately, implementing IDGov ensures that Indigenous data is 
governed in ways that uphold the rights, priorities, cultures, and 
worldviews of Indigenous peoples (Maiam nayri Wingara 2018). 
For those moving from theory to practice, Appendix  A and 
the Maiam nayri Wingara  (2024) Taking Control of Our Data 
Discussion Paper provide practical next steps. Building on 
these resources, we call on organisations and governments to 
embed Indigenous self-determination in data governance and to 
actively advance awareness and respect for IDSov and IDGov 
across Australia.
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Endnotes

	1	In this article, we respectfully use the term Indigenous to align with 
international Indigenous Data Sovereignty movements and to draw 
on the power of strategic essentialism (Spivak, 2023), through which 
Indigenous and First Nations peoples have united and learned from 
one another in their advocacy for data sovereignty.

We acknowledge, however, that Indigenous is a contested term, as it can 
homogenise diverse peoples into a single category. In the Australian 
context, our general preference is to name specific Aboriginal and/or 
Torres Strait Islander Mobs (sociocultural groups), and this approach 
is adopted in parts of this paper where appropriate.

	2	While this case study is situated in a health context, the five-phase 
IDGov framework is malleable and readily adaptable to other domains, 
including education, employment, justice, and land governance; how-
ever, meaningful Indigenous leadership is essential for progress and 
success, along with the other matters explored in this paper.
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